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THE IMPORTANCE OF GOVERNMENT-IMPOSED SANCTIONS

In the modern world, government-imposed financial sanctions have a massive impact on how companies
are allowed to manage investments, execute payments, and steward their assets.

In western countries, agencies including the Office of Foreign Assets and Control (OFAC) in the U.S.,
coupled with the European Union (EU) and United Nations (UN), are three of the primary officiators of
these sanctions lists and their associated regulation. And in recent years, their scrutiny on the financial
sector has only continued to increase.

In 2023, OFAC'’s enforcement actions broke historic records, generating civil monetary penalty
and settlement amounts of over $1.5 billion. In total, OFAC levied 17 enforcement actions against
corporates in 2023, with penalty and settlement amounts ranging from a minor $31,000 to a jaw-
dropping $968 million. Notably, most of the enforcement actions were brought against companies
operating in the financial services (6 out of 17) and virtual currency (4 out of 17) sectors.

Of course, the dangers that sanctions violations posed have been clearly evident to most CFOs since
the arrest of Huawei's CFO made headlines in 2018. In December of that year?, Meng Wanzhou - CFO
of Huawei, a major communications company - was arrested in Canada at the request of US authorities
for allegedly helping to cover up sanctions' violations relating to Iran. The list of charges included bank
fraud, wire fraud, money laundering, and more.

In the long run, non-compliance is often far more

expensive than compliance itself.

Putting the intricacies of the Huawei case aside, it did shine a spotlight on the personal and professional
consequences of sanctions violations. CFOs can and will be made examples of by the law - and as
members of the senior management team, they are responsible for compliance. Certain regulations, like
those covering organizational negligence, even make individuals personally liable for company failings.

However, even if the CFO isn’t held personally responsible for a major financial sanctions breach, the
ensuing legal, financial, and reputational damage facing the company would still cause significant harm.
In fact, the negative impact on a firm’s stock market price as a result of a compliance breach has been
shown to be, on average, nine times the size of the fine imposed by the regulator®.

Companies that breach sanctions may also find that buyers and suppliers no longer want to do business
with them. Similarly, shareholders may turn their backs on companies seen to have been in violation of
sanction rules. Bank funding arrangements are also potentially at stake. Breaches can result in banks
terminating business relationships, cancelling loans, or leaving funds frozen in escrow accounts for long
periods of time. In other words, non-compliance is often far more expensive than compliance itself.

Today, it is not just the US that is taking a hard line on sanctions violations, either. Across the
globe, governments are reprioritizing their efforts to regulate financial activity undertaken by
global organizations. And the list of fines imposed on businesses, ranging from cosmetics to
telecommunications and from electronics to banking, continues to climb. (see figs. 1 & 2).

So then, how can financial leaders protect themselves and their companies from the risks that a
sanctions breach poses? Let's explore.

1 Enforcement of U.S. Trade Sanctions and Export Controls in 2023 and What to Expect In 2024 | Foley Hoag LLP
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WHAT ARE SANCTIONS?

Sanctions are restrictive measures imposed by national or supranational governments to bring about a
change in policy or activity by the target country, part of country, government, entities or individuals, in
line with certain foreign policy objectives.

Common objectives include:
» Promoting international peace and security
» Defending democratic principles and human rights
» Preventing the proliferation of weapons of mass destruction
e Fighting terrorism
o Support of the national economy

WHAT TYPES OF SANCTIONS EXIST?

* Embargoes
o Trade restrictions, such as import and export bans
» Restrictions of free movement, such as visa or travel bans

» Financial restrictions
- Prohibition of making available funds or economic resources
Freezing of funds and economic resources
- Prohibition of providing financing or financial assistance related to certain goods or services

Figure 1.
Recent US Sanctions Violations Penalties 2017-2019

Figure 2.
Recent US Sanctions Violations Penalties 2020-2023
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PINPOINTING THE RISKS

In light of globalization, the majority of companies have exposure to international counterparties.
Nevertheless, not all organizations have the same level of risk when it comes to sanctions violations.
Certain industry sectors are much more vulnerable to breaches, given the nature of the work they
undertake and the volume of international payments they process. The most at-risk sectors include:

» Defence and security
* Banking

o Qiland gas

e Insurance

e Manufacturing

Of course, the countries where organizations operate also often pose threats. Each sanctions regime -
US, EU, or another regional or national initiative - will have its own watchlist of ‘high-risk countries’. For
reference, examples from the Office of Foreign Assets Control (OFAC) in the US include (not exclusively):

e Russia

« Belarus

e Cuba

* Democratic Republic of Congo
e lran

» North Korea

e Syria

e Zimbabwe

Certain departments within a company are also more likely to be affected by sanctions. While it depends
on the organizational structure of the business, alongside finance, those likely to be on the front line are:
sales, trade (finance), procurement, and contract management.

Throughout 2023 and early 2024, we continue
to witness deepening geopolitical and economic
divides globally. Actions taken over the past year

and government priorities for 2024 have made it

clear that businesses worldwide must remain vigilant
and continue to focus on building and strengthening
their international trade compliance programs.

Enforcement of U.S. Trade Sanctions and Export Controls in 2023 and What to Expect In 2024 | Foley Hoag LLP
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PINPOINTING THE RISKS

For finance, the most significant risk lies in payments processing. It is important that a company can
flag potential violations against sanction lists before these payments are sent to their bank. Regulators
consider a lack of adequate systems in place to run a sanctions compliance programme comparable

to non-compliance and misconduct. So, even without a breach, the implications of not being on top of
payments compliance are extremely serious.

On the other hand, a complex compliance system, which significantly impedes future compliance
breaches, can lead to fines being reduced or even dropped in the event of a compliance breach.

Indeed, in this era of heightened risk and responsibility, all companies should be screening 100% of their
outgoing payments against regulatory watchlists and in-house blacklists (customised to the company) -
as a matter of routine. Performing the screening before the payment reaches the bank means that the
organization remains in control and can deal effectively with any transaction that raises a red flag by e.g.
contacting a supplier directly. This is an important distinction to make, because once a bank detects a
sanctions breach, it is reported directly to the regulator - not to the payment originator and funds can
be frozen, often for long periods of time. This removes any form of control over the situation for the
corporate and can lead to tensions in the supply chain.

Screening in-house also prevents friction between the company and its bank(s) as banking partners
increasingly expect companies to ensure their payments are compliant - and any ‘bad behavior’ may
reflect poorly on the organization, negatively impacting the overall bank relationship. Auditors are also
likely to be unimpressed by any breaches.

So, how can organizations go about screening payments in-house? What does best practice dictate and
what are the common mistakes to avoid?

Figure 3
What Proportion of outgoing payments
does your company screen?

W 46% All outgoing payments

W 24% A large part of the outgoing payments
4%  Less than 60 percent

[l 8% Only a fraction of the outgoing payments

M 18% Do not know

Source: 2019 TIS & Strategic Treasurer Payment Compliance Survey
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STANDARDIZE AND DIGITALIZE

The first step is to standardize payments processing across the organization. This will help to minimize the
risk that exists from various subsidiaries using different enterprise resource planning (ERP) systems, and
/ or different methodologies for screening. A standardized payments process brings with it visibility and
control, which, in turn, enables screening of payments in a standardized environment. Some organizations
still perform screening manually, but there are obvious risks here - ranging from the use of out-of-date
sanctions lists to errors, oversights and inconsistencies. Resources in finance and IT departments (which
often are responsible for maintaining the sanctions lists) are also diverted from more value-added tasks.

Technology is therefore the preferred route, with automation offering the power to enhance payment
transaction screening. This ensures that more thorough screening takes place, without the limitations of
manual processing. Companies take a variety of approaches to technology solutions (see fig. 4). Not all
sanctions screening solutions are created equal, however. While many CFOs choose to use SAP and/or non-
SAP ERP systems for this functionality, the majority of systems screen only circa 60% of outgoing payments.

What about the remaining 40%? This is most likely due to various ERP systems being used in large
organizations and not all systems can be programmed to do the same things in the same way across the
globe. Often smaller subsidiaries do not have the same level of sophistication in their ERP installations.

Systems integration is another concern — many organizations lack a proper interface or end-to-end
connectivity for the entire payment processes. This includes everything from custom in-house systems
to HR solutions, TMSs and ERPs - depending on each company’s systems’ infrastructure. By linking all
systems that produce payment files seamlessly to a sanctions screening solution, compliance can be
achieved, protecting organizations and individuals.

An essential ingredient of a successful sanctions screening solution is a fully comprehensive cloud-based
platform. One that produces effective results, based on sanction- and black-lists updated in real time.
Opting for a software-as-a-service (SaaS) solution will also mean that no intrusive IT project is required
to implement the solution - which should help CFOs to build the business case for investment.

Figure 4
At what point in the payment process does your company conduct sanctions screening?

50%

In the ERP system / Partly online Through shared External provider There is not yet Sanction screening | don’t know
back office service a structured does not take place
process in our company

Source: 2019 TIS & Strategic Treasurer Payment Compliance Survey
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OPTIMIZING THE SET-UP

Making the most of any sanctions screening solution requires a standardized

process to be defined from the outset. It is therefore wise to think about:

o DEFINING A SCREENING POLICY AND PROCEDURE
What must be screened? How often should screening happen? How are alerts dealt with and
by whom? How can alerts be resolved if information is unavailable or incomplete? How are
suppliers notified? What happens if a breach occurs, in spite of screening? What remedial
steps can be taken? How might the rest of the group be impacted?

9 APPOINTING A RESPONSIBLE AND CAPABLE PERSON(S)
The employee(s) in charge of monitoring sanctions requirements must have appropriate skills
and experience in understanding the nuances, together with the technical capabilities to use
any screening software. Moreover, the responsible person(s) should be screened themselves
to ensure complete transparency.

€ ENSURING IN-HOUSE COMMUNICATION
Companies must ensure in-house communication, so that a transaction can be stopped
immediately in case of sanctions issues.

0 PROVISION OF RELEVANT RESOURCES
Relevant work materials and resources should be made available to employees. In particular,
these should include relevant legal texts and sanctions screening guidelines. Such can also be
official notices such as the Official Journal of the European Union and corresponding official
national publications.

9 BUILDING A CULTURE OF AWARENESS
While technology plays a critical role in mitigating the risk of sanctions violations, so do people.
The entire finance function should be aware of the importance of compliance and following
proper processes and procedures. Regular trainings of employees can help improving sanctions
screening skills and raising awareness. They should also be trained on the appropriate response
to a breach scenario. Training results should be recorded in work instructions.

e STRICTER GOVERNANCE
Undertaking an overhaul of the company’s approach to sanction screening presents a great
opportunity to review the supplier selection process. Is stricter due diligence required? Are
there any additional criteria that should be added given the growing focus on corporate social
responsibility among regulators, auditors and investors?

a TESTING AND REVIEWING PERFORMANCE
Regular monitoring of the chosen sanction screening solution should help to assess its
effectiveness in managing the company’s risks. Metrics, analysis and reporting may be useful -
especially in larger organizations.
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THE TIS DIFFERENCE

TIS Sanction Screening reviews 100% of the payments, including manual items and those made
by third parties such as payroll providers. The TIS solution makes this possible because all files are
sent to the TIS platform to (format and) send to the company’s designated banks. This risk-based,
customizable, cloud solution gives end-to-end control over the payments process, from the ERP
system (or e.g. TMS) to the bank (see fig. 5), and enables CFOs to be compliant - quickly, easily
and reliably.

Learn more at:
https:/tispayments.com/global-sanctions-screening/
https:/tispayments.com/solutions/cfo/

FIGURE 5
Global Payment Transaction Screening & Compliance with TIS
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At TIS, we offer a secure, cloud-based platform which acts as a single point of contact for the entire
finance function, allowing all payment transactions to be combined in a uniform way across the
company. The platform offers a comprehensive Sanctions Screening solution - a customizable,
cloud-based solution for payment screening and compliance management - visit
www.tispayments.com and request a demo, or use the link below.
https://tispayments.com/company/request-a-demo/
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ABOUTTIS

TIS helps CFOs, treasurers, and finance teams transform global cash flow, liquidity, and payments. Since
2010, our scalable cloud platform and exemplary service structure have empowered the entire office

of the CFO to become more efficient, automated, and controlled. Today, TIS excels in streamlining and
unifying connectivity between all a company’s relevant back-office systems and their external banks,

vendors, and business partners. Our award-winning solutions are trusted by hundreds of organizations
and thousands of practitioners for superior performance in cash forecasting, working capital, outbound
payments, bank connectivity, financial messaging, fraud prevention, transaction compliance, and more.

With over 11,000 banking options, $80 billion+ in daily cash managed, and $2.7 trillion in annual
transaction volume, TIS has a proven track record driving digital transformation for companies of

all sizes and industries. Ultimately, we enable customers to gain strategic advantage, monetize data,
improve operational efficiency, and better manage risk.

For more information, visit tispayments.com and reimagine your approach to cash flow, liquidity, and
payments.

tis
Cash Flow, Liguiciss
& Payments.
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